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Ba)kHble 3ameydyaHumalll

OTBETCTBEHHOCTb 33 peasiM3aLunio KOHKPETHbIX NMPABOBbIX U
OpPraHM3aLUMOHHbIX MEP Ha CBOEN TEPPUTOPUM U B PaMKaxX CBOEM
OpraHu3aumnm HeceT eé PyKoBOAUTE b

MpeacTaBAeHHble MaTepuanbl ABAAIOTCA pe3y/ibTaTOM OMbITa
paboTbl JOK/NaAYNKa B JaHHOWN chepe, OCHOBAHHOMO Ha AOCTYMHbIX
Ha JAaHHbIM MOMEHT BPeMeHW TPaKTOBKax 3aKOHO4aTe/1bCTBa,

MpeactaBneHHble GOpPMbI, MaTepPUasbl U NPEe3eHTaLNN He ABNALOTCS
opnumManbHOM NO3MLMEN FrOCYAAPCTBA B chepe nepCcoHaNbHbIX
AAHHbIX

OdunumanbHYO TPAKTOBKY TEX MU MHbBIX NO3ULUN
3aKOHO4ATeNbCTBA M HOPMATUBHbIX AOKYMEHTOB B 061aCTH
NepPCOHaNbHbIX AAaHHbIX OCYLWECTBAAIT: MUHUCTEPCTBO CBA3U U
MACCOBbIX KOMMYHMKaumi P®, PockomHaazop PP (Tonbko B pamKax
KOHTpOAA 1 Haa3opa), Cyabl PO, a Takke PCB, PCTIK, PocTpya n
Apyrue opraHbl BAACTM B paMKax CBOen cPepbl KOMNETEHLUN.



NJ1AH CEMUHAPOB



OpraHn3aunMoOHHO-NPABOBAA YacCTb

aTa
A Tema
nposepeHUn

23.11.2017 OcHosbil NHPOPMALMUOHHOM
6e3onacHocTn. [lepcoHanbHble AaHHble U
Apyrne Kateropmm KoHOUAEHUMANbHOM
MHGOpPMaLMN. 3aKOHOAATENbCTBO 7
HOPMATUBHblEe JOKYMeHTbl B o06nactu
3aLLUUTbI NePCOHaNbHbIX AAaHHbIX

. 14.12.2017 [lpaBoBble mepbl 3aWUTbl NEepPCOHabHbIX

AaHHbIX - KAAOPbHI

18.01.2018 T[lpaBoBble mepbl 3aWUTbl MEPCOHANbHbIX
AAHHbIX — Obpa3oBaTe/sibHasn
0eATeNbHOCTb



OpraHM3a LMOHHO-TEXHUNYECKAA YaCTb

08.02.2018

27.02.2018

05.04.2018

19.04.2018

OpI'aHl/I3aLI,MOHHbIe MepPbl 3dWNThbI
NnNepcoHa/ibHbIX AaHHbIX

NHPopmaLMOHHbIE CUCTEMDI
nepcoHanbHbIX AaHHbIX (MWCMOH)
Mopagok 3awutbl UCIMAH

Mopaenb yrpos

CpeacTBa obecneyeHusn Nb B
PA3NNYHbIX CLUEHAPUAX

Peannsaymna meponpuatmm UB,
AtTectayms, cepTudPmKaymsa 7
INueH3npoBaHue B 06nacTU 3aLUUTDI
NepcoHanbHbIX AaHHbIX. KOHTpoNb B
obnactm  3aWUTHI NepcoHaNnbHbIX
AAHHbIX



CemunHap Neb6
NMNOPAAOK 3ALLINTBI UCNAH
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ObLwue warn

CobpaTb MHPOPMaALUIO

[TOHATb Yrpo3bl U PUCKU
ChopmmnpoBaTb meponpmATUA
BHeaApUTb meponpuaTuA

OueHUTb UX 3PPEeKTUBHOCTb
JKcnayaTupoBaTb besonacHo
BbiBOAUTb M3 3KCnayaTaumm 6e3onacHo



N ou A wN R

Obwwme waru

. Cobpatb nHpopmauuio

[TOHATb Yrpo3bl U PUCKU
ChopmmnpoBaTb meponpmATUA
BHeaApUTb meponpuaTuA

OueHUTb UX 3PPEeKTUBHOCTb
JKcnayaTupoBaTb besonacHo
BbiBOAUTb M3 3KCNAyaTaumum 6e3onacHo



Kakasa nipopmauma

1. Knaccnpukaumm - cemmHap 5

2. UHBeHTapu3auma BCcex akTUBOB

3. CxemaTu4yHbIe npeacTtaBaeHuUa:

* Tononorua cetu

* TexHonornsa ob6paboTkm MHGopMaLUn
4. OcobeHHOCTU NpumeHaembix AT

5. dnsunyeckoe pasmelleHme

6. [lonb3oBaTenu

7. ObcnyxuBaruwme nnua




MHBeHTapmn3ayumAa Bcex akTMBOB

Llenb: 3HaTb, YTO HNYTO HE YNYyLLEHO U3 BUAA U
aKTya/bHO.

AKTUBDI:

Paboune npoueccobl

NHpopmaums

CpeactBa 06paboTkm nHpopmaumm
MporpammHoe obecneyeHune
UHPOopMaLMOHHbIE cUCTeMb
LloKymeHTaumA

SR WNE



CpeactBa 06paboTkn MHPopmaLunm,
MHPOPMaLMOHHbIE cuctemsl, MO

Pabouue obnacrtu:

KomnbloTepbl

O KomnblOTEPOB
M®Y/npuHTepbl
TenedoHbl

MNepudepuns

MBI

KabuHeTbl (ocHalLeHume)

CeteBaa UHPpaACTpPyKTypa:

KabenbHana cuctema
KommyTaTtopbl
MapLwpyTnsatopbl
MerKceTeBble 3KpaHbl
Moaembil
TenedoHuns/ATC
Kpuntowntosbl

CepBepHble:

* dusnyeckme cepsepsl
* CX4

* NAS

* BupTtyanbHble cepsepbl
* Wbl

NHPopMaLMOHHbIE CUCTEMDI:
* ba3soBble cepBUCHI

*  YHuMBepcasbHble ceTeBbIE PECYpPChI
(O6wue nankun, MpuHTEpbI)

* CneumnanusuposaHHble UC (APM
Nnpektop, 1C, In.noyTa)

O6wwue cpeacrea Ub
*  AHTUBMPYCbI
* (CpepactBa pe3epBHOro KONMPOBaAHUA



Cxembl: Tononorna cetu



Nnwn Takaa TONOA0OIrMA ceTtu



Be3onacHOCTb/C/IOXHOCTb

Cxembl: TexHonorma ob6paboTku

MH¢opmauMM
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basosble cepBucol: Active Directory
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[TogKntovyeHna K sBHewHnm UC
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OcobeHHOCTU NpumeHaembix UT

MobunbHbie Hocutenun nHpopmaumum (MHWN)
[MoaKntoYeHUe K cetn ntboro Tmna
BupTtyannsauma

[ocTtyn nonb3osatenen B UHTEpHET
[MybanKkaumns cepsmncos B UHTepHeT
YaaneHHbIW AocTyn Yyepes ceTb MHTEpHeT
[locTyn ¢ MOBUAbHbBIX CPeacTs
becnpoBoaHble TEXHONOIMMM CBA3M
Kpuntorpagpus

Ob61a4yHble TEXHONOTUK



[Monb3oBatenu (Ao0CTyN K AaHHbIM)

HenpusunernposaHHble N0ONb30BaTeNMN:
* BHYyTpeHHMUe
* BHelwHue (Nnpu BHELWWHEM NOAKAOYEHUNN)

lMpuBunernpoBaHHble NOJ/Ib30BaTE/NN:

* CUCTEMHbBIN AAMUNHUNCTPATOP

* AAMUHUCTPATOP 6e30nacHOCTH

* [TporpammucT-pa3paboTymkK

* Cneunannctbl noapaaHON opraHuU3aumnm



ObecneynBatowime GyHKUMOHUPOBAHUE
(6e3 gocTyna K AaHHbIM)

O6cnyxusarowme UT:
* nocTaBWKMKM obopyaoBaHua u 0O
* CepBUC-LEEHTPbI

O6cnyxusalowme:

* DNeKTpPOoCHabKeHune

* KoHANMUMOHUPOBaHME
* be3onacHOCTb

* [lomelleHunA



N o U A wN e

ObLwue warn

CobpaTb MHPOPMaALUIO

. MMOHATb Yrpo3bl U PUCKHU

ChopmmnpoBaTb meponpmATUA
BHeaApUTb meponpuaTuA

OueHUTb UX 3PPEeKTUBHOCTb
JKcnayaTupoBaTb besonacHo
BbiBOAUTb M3 3KCNAyaTaumum 6e3onacHo



MecTo ynpaBaeHuna puckamm

Llenb — ycTaHOBUTDL
NPO3PaYHYIO
B3aMMOCBA3b MeXay
aKTMBAMM U MepamMmm
no ux 3awuTe.

X

y
g5




[ToHATUA N onpeaeneHuns

Yrpo3a Ub — cOBOKYNHOCTb yCNOBUN N PaKTOPOB,
CO3/a0LLIMX NOTEHUNANbHYIO NN PeanbHO

CYLLECTBYIOLLYO ONacHOCTb HapyLleHnA 6e30nacHOCTH
nupopmaumm [1ISO 27000]

Ya3BMMOCTb — c/1ab0CTb aKTUBA, SKCMN/1yaTaumsa KOTOPOW

NPUBEAET K peann3aumm oaHOM AN HECKONbKUX Yrpo3
[1ISO 27000]

UCTOUHUK yrposbl - cybbekT (punsmnyeckoe nnuo,
MaTepUanbHbIN 0O6BEKT UK PU3NYECKoe ABNEHUE),
ABNAIOLLMNCA HENOCPEACTBEHHOM MPUYUHOMN

BO3HMKHOBEHMA yrpo3bl 6e3onacHocTn MHPopmaLmnm
[FTOCT P 50922-96]



OnpepgeneHune pUCKa

Puck - CoyetaHune BepoATHOCTU COObLITUA U €50
nocneactaum [ISO 27000]

:::::;: u{::ﬂ:; BeposTHas BeAHYMHA
PLM
natepam (LEF) rore (P

Yactora cobbimiil

PEaAMIALMH YEpo3sl YAIBHMOCTD
(TEF)

[ Koutakr ] { BosgedcTene ]




Mmetowmeca noaxoabl

MeTtoanyeckme gokymeHtbl PCTIK ot 2008 roaa (?)

MoctaHoBneHMe MpaBuTenbcTBa Knposckoi obnactu
No 421 o1 24.08.2017

BaHK gaHHbIX yrpo3 ®CTIK (BY)

— HanonHaetca ¢ 2015 roaa

207 yrpos

e 18317 yassmmocten B 10 n obopyagoBaHum
— He oba3ateneH ansa MNAH

— http://bdu.fstec.ru

Lpyrne metoamnku


http://bdu.fstec.ru/

Yrpo3bl b B oTHOLWEHUU
MHPOpPMaLMK

KoHduaeHunanbHOCTb

LlenocTHOCTb

JloCTYyNHOCTb

KOpugnyeckas
3HAYMMOCTb




NcTouyHUKKM yrpos Ub

AHTpOMOreHHble

(MCKycCTBEHHbIE)

HeaHTponoreHHble

(ecTtecTBeHHbIE)




AHTpONOreHHble yrpo3bl

1) ATaKn - c npuMeHeHnem
HECaHKLMOHNPOBAHHbIX CPeAcCTB B LenAx
ob6xona mep 6e30nacHoOCTK.

2) Yrpo3bl, ocyuwecTB/siemble
CaHKUMOHMPOBAHHbIM cnocobom, To ecTb
NIeranbHO AEUCTBYHOLWMMUM CYyObEeKTamKM A0CTYNa,
C MPUMEHEHUEM CAaHKLUMOHMUPOBAHHbIX CPEeACTB,
npaBua pa3rpaHNUYeHns A0CTyna U npoueayp.



HanpaBneHna aTak

1. ATaKu U3BHe TeppUToOpUn NpeanpuaTuA,
yepes NnoAgKNtyYeHUa K cetn UHTepHer.

2. ATaKu c TeppuUtopuUn NnpeanpunAaTmA.

3. UeneHanpaBneHHbie aTaku (cneumanbHO
NoAroTOBAEHHbIE aTaKU, Leibio KOTOPbIX
ABNAETCA AaHHOE npeanpusaTue).

APT — Advanced Persistent Threat.



ATaKW: aTanbl

'loAroToBKa.
'IPOHUKHOBEHMe.

PwoN e

PacnpocCTpaHeHue.

. Bo3spgeuncrtsue.
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ATaKYIOT YA3BMUMbIE MeCTa

BbigenAatorca yasBMMOCTU B:

* TexHonoruax (30%*);

* 10 n obopynoBaHuu (50%*);

e KoHburypauum (70%*);

* npoueccax (15%*);

* nepcoHane (10%*);

* MPaBOBbIX Mepax (TONbKO A1A 061aYHbIX?*).

*% oT yrpo3 B 6aHKe AaHHbIX yrpo3 PCTIK,
coaepXut 207 yrpo3s n 18317 yazsmumocten 8 10 u
obopyngoBaHUmn



KaK CHU3UTb BEPOATHOCTb aTakn?

* OrpaHnyeHune aocrtyna:
— dn3nYecKoro

— K cBeAeHunam ob nucnonbsyemoix T
* YcTpaHeHUe ya3BUMOCTEN
* MOHUTOPUHT N pearnpoBaHMe Ha UHUUAOEHTDI



BHyTpeHHUe yrposbli

NCTOYHUK — BHYTPEHHUN HAPYLLIUTEND:
— CBOM COTPYAHUKM
— [loapAaavnKm

C ncnonb3oBaHMem MMeRLLNXCA Nnpas

MoryT A4encTBOBaTb NO YKa3aHUIO U3BHE:
— YMbILWJIEHHO
— nytem obmaHa (coumanbHaa NHXKeHepuUA)

60-70% oT Bcex nHumnaeHtos!!!
BHMMaHMe: npuBMAermpoBaHHbIe NNLLA



[lpuBUAernpoBaHHbIe 113

Ocoboe BHMMaAHME K:
* VIP-coTpyaHUKKN NpeanpuaTuA;

COTPYOAHUNKHN, OTBETCTBEHHDbIE 34 6e3OI'IaCHOCTb;
COTPYAHUKU, UMeoLLMe A0CTYnN:

— K 0c060 3HaYMmoun nHpopmauum;

— KO BCeN nHdopmaumnu;

O6CI'Iy)KI/IBafOIJ.I,I/Ie noAapasgeneHuA,
CUCTEeMHble aAgMUHUCTPATOPbI;
aAMWHUNCTPATOPbI besonacHoCTyH;
pa3paboTtumkm MO n UC;

noapaaAdYnKn, nmetrowme aoctyn K NT-uHppacTpyKType.



[lpegHamepeHHOCTb

[1o npegHamepeHHOCTH
NencTBmm

[MpegHamepeHHble HenpeaHamepeHHble

(ymblLWNEHHbIE) (chy4yanHbie)




KaK CHU3UTb BEPOATHOCTb
VMbILLUNEHHbIX AENCTBUN?

KBananduumnposaHue (A0NycK nocae UcnbiTaHUN);
N0BepUe;

npoueaypbl Npu paboTte ¢ NepcoHaNoOM:

— Npu Npmeme

— NPU USMEHEHUNU NoNHOMOUYUIN/NepeBoae;

— NpPW YBOZIbHEHWUM;

NpaBoOBble, OPraHU3aLUMNOHHbIE N TEXHUYECKUE
mMmepbl No obecneyeHuto cobaroaeHms
06Aa3aTenbCcTB U 0693aHHOCTEU;

MOHWUTOPUHT N PearmMpoBaHne Ha NHUNOEHTDI.



CnyyanHble AencTBuUA

NCTOYHUKMU:
* XanaTHOCTb, HEKOMMETEHTHOCTb.
* CoumanbHaa nHxenepual 1]

Nedununt dokyca B HopmaTtuske PCTIKI?

CHUXeHune BEPOATHOCTMU.
¢ nosblilweHne KoOMNeTeHTHOCTHU (OCBE,D,OMJ'IEHHOCTI/I);

* MpaBOBble U OPraHMU3aLMOHHbIE Mepbl Mo obecnevyeHmto cobntoaeHms
oba3aTenbCcTB M 06A3aHHOCTEN;

*  MOHUTOPUHT UC;
* pe3epBUPOBaHME AaHHbIX M 0O60PYAOBAHUSA,

e 100% cobntogeHna NnpaBua, BKAOYAsA HEOTBPATUMOCTb OTBETCTBEHHOCTU
(nyTem oTpaboTkmn 100% 06HapyKEHHbIX MUHUMAEHTOB).



EcTecTBeHHbIe yrpo3bl

EcTecTBeHHblEe

TexHOoreHHsble




CTuxmmnHble

* YparaHbi

* HaBoaHeHUA

* [loXapbl (NpMPOAHOro NPONCXoKAEHUA)
* 3emneTpAaceHuA

MeToAabl 3aLLUTDI:

* CTPOUTENbHbIE PELLUEHMU

* NoBblleHMe HageKHoCTH (B T.4. leorpadua)
* NoOXapHaa CUrHaAn3auUmnA



TexHoreHHble

* aBapuK, KaTacTpodbl, NOXKapbl

* cHboun B aNEKTPOCHADXKEeHUU

e cboun B KAMmaTuyeckom obopygoBaHUMU
* n3Hoc obopyngoBaHMA

MeToAbl 3aLWUTbI:
* CTPOUTENbHbIE pelleHuna
* NOoBblWEHNe HaaeKHOCTU:
— Pe3epBupoBaHme obopyaoBaHua (ropayee, xonogHoe)

— Pe3epBHble KON MHPOPMaALIUK
— [eorpadus



OnpepeneHne akTya/ZibHbIX Yrpo3

BapuaHThbI:

1. Ha ocHoBe meTtoamnkK ®CTIK:
— MeTtogunKa 2008 roga — nopAaaka 50 yrpos
— baHK aaHHbIX yrpo3 ®CTIK — 207 yrpos

2. MetoanKka ®Cb — TonbKo ANnAa KpnntoCcpeacTs.

3. Ha ocHoBe [locTaHOBNEHUA NPaBUTENbCTBA
Knposckon obnactn Ne421 ot 24.08.2017r.



Metoauka PCTIK

1. Bblbop aKTyanbHbIX TUNOB HAPYLUUTENS

2. OnpegeneHne akTyanbHbIX Yyrpos



K1

K2
K3

K4

K5

K6

K7

K8

Bbibop aKTyaibHbIX TUMOB
HapyLwuTens

BHyTpeHHMe HapywiuTenu
[lonxHOCTHbIE nua, obecneymnBatowme HopmaabHoe GYHKUMOHUPOBAHME
AC
3aperucTtpmupoBaHHble /I0KasbHble Nnosb3oBaTtenun AC
3aperncTpupoBaHHble yaaneHHble nonb3osatenn AC

3aperuncTtpupoBaHHble N0/Ib30BaTe/NIM C NOJIHOMOYMAMU AAMUHUCTPATOPA
6e3onacHocTu cermeHTa (pparmeHTa) AC

3aperucTtpmpoBaHHble N0/b30BaTeNn ¢ NoAHoOMouYnamu CuctemHoro
agmuHuctpartopa AC

3aperucTtpmpoBaHHble N0/b30BaTe/IU C NOJIHOMOUYUAMU AAMMHUCTPATOPA
6e3onacHocTtu AC

Mporpammuctbl-pa3pabotumKku (nocraBmKu) npuknagHoro MO n anua,
obecneunsalowme ero cCONPoBOXKAEHME HA 3aLMLLaEeEMOM 06beKTe

Pa3spaboTunku u anua, obecneumsarowme NoCTaBKy, CONPOBOXAEHNE U
PEeMOHT TexHuuYeckux cpeacts AC



K9
K10

K11
K12
K13

Bbibop aKTyaibHbIX TUMOB
HapyLwuTens

BHewHUe Hapywutenu
Pa3BeabiBaTe/ibHble CNYyXbObl rocyaapcTs

KpuMunHanbHble cTpyKTYpbl (XaKepbl, FPynmnbl Xakepos)

KoHKypeHTbI (KOHKYpUpYoLWmMe opraHm3aumm)
HepnobpocoBecTHblie NapTHEPDI
BHewHwne cybbeKTbl (pn3nyeckue nmua)



Metoauka no CTIK

NcxoaHbIn
YPOBEHb

ba3zosbin [MepeyeHb
nepeyeHb aKTYya/IbHbIX

3alMLLLEHHOC . i~

™

[MPUMEP pokymeHTOB.



N oA WwN e

ObLwue warn

CobpaTb MHOOPMaLUIO

[TOHATb Yrpo3bl U PUCKU

. ChbopmuposaTtb meponpuaTus

BHeaApUTb meponpuaTuA

OueHUTb UX 3PPEeKTUBHOCTb
JKcnayaTupoBaTb besonacHo
BbiBOAUTb M3 3KCNAyaTaumum 6e3onacHo



Bonpocb! npu BbibOpe mep

1. CooTBeTCTBYIOT 11 Mepbl TpeboBaHUAM?
2. 3aKpblBaAlOT /I OHU YrPO3bl?
3. TIOHATHbI N OHU HAM?



banaHc meponpuatmn!l!l

4 ) 4 )
OrpaHu4veHune MOHUTOPUHE
AocTyna
. / o %
4 ) 4 )
YcTpaHeHue
o BbiaBneHue
YA3BUMOCTEMN

./ O




Meponpunatuma

Ha chepyowem 3aHATUMN!



Bawwu Bonpocbl?



Cnacmbo 3a BHUMaHuel

[opoannos Cepreun
Pykosoautenb Hanpasnenuna Ub, ACMEKT CIM6

gors@aspectspb.ru
www.aspectspb.ru
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